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INTRODUCTION

e Wireless communications have become _
an integral part of our lives. @ |

e Regardless of the communication
mechanism, the modulation used, the &R« T :>a

hardware required, all these
revolutionary technologies share the X @
same communication, physical medium; ] ?( iﬂ

the same limited resource called radio
frequency spectrum. Fig. 1. loT concept.



INTRODUCTION

e From loT devices to  mobile |
communications, millions of sensors and @ 9 R
devices are competing for the same radio _ ? n
resource. '

e The proliferation of wireless devices and

services has significantly increased the e ! @
demand for radio spectrum. - ?‘ .
e This leads to congestion, especially in Fig. 1. loT concept.

urban areas where many users and
devices compete for the same radio
frequency bandwidths.



CHALLENGES

e The Radio Sensing, commonly referred to as Spectrum
Sensing (SS), Is an advanced field that incorporates a
comprehensive range of methodologies dedicated to
understanding and optimizing the use of the Radio
Frequency (RF) spectrum.

e These techniques are used In numerous applications to
identify radio communications and use this information for
radio channel optimization and allocation.



SPECTRUM SENSING FOR B5G

COMMUNICATIONS

Radio Spectrum
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Fig. 2. Spectrum Sensing Al framework.
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SPECTRUM SENSING FRAMEWORK

e As previously presented the first challenge was related | to the
development of a comprehensive dataset for the training /validation and
evaluation of the Al model, NR 5G signals, 4G signals and other
technologies must be included in this designed dataset.

e This approach guarantees the reliability and authenticity of the dataset,
thereby enhancing the robustness and efficacy of the Al model's training and
evaluative processes ensuring generalization of the developed architecture.

e The second step is related to dataset cleaning, preprocessing and feature
elimination: The process of dataset cleaning, preprocessing, and feature
elimination employs techniques such as signal processing, data
augmentation, and feature elimination to further refine the dataset.

e This phase Is dedicated to augmenting the dataset's quality, with the
ultimate goal of enhancing the Al model's efficiency and accuracy.



SPECTRUM SENSING FRAMEWORK

e By applying these methodologies, feature elimination activity

focuses on generating discriminative features within the captured data, thereby
ensuring that the Al model can effectively identify the used/unused frequency
channels in NR 5G radio spectrum.

e The third step of the developed framework included design and testing of
multiple Al models like iIncluding Machine Learning (ML) models,
Convolutional Neural Networks (CNNs) for image classification, and Deep
Learning frameworks for Object Detection.

e These Al models along with several other novel Al models will undergo
evaluation, utilizing both validation and testing datasets in addition
to live deployment scenarios.

e The assessment of these models will be done using specific performance
metrics, including scatter plots, confusion matrices, Receiver Operating
Characteristic (ROC) curves, ensuring a comprehensive evaluation of their
efficacy and precision in real-world applications.



Al ARCHITECTURE HE

e The Al architecture uses a custom CNN semantic segmentation
network with a dimension of 128x128 pixels, built on 23 layers.

e The neural network is trained on a dataset of 2700 spectrograms
containing 900 spectrograms with 4G communication, 900 spectrograms
with NR 5G communication and 900 spectrograms containing a mixed
setup of 4G and NR 5G.

e All spectrograms were generated empirically using the Matlab Wireless
Waveform Generator toolbox and used in the training process of the
spectrum sensing Al algorithm.

e The dataset was divided into 80% for training, 10% for validation and
10% for testing.




Al ARCHITECTURE 3

e The hardware platform used for deep learning training on a set of 100 epochs
with a learning rate of 0.02, drop factor of 0.1 per 10 epochs is an Alienware

Aurora R10 system (AMD Ryzen9 3950X, 64GB DDR4, 2xGeForce RTX 3060
6GB).

e Fig. 3 shows the confusion matrix, which achieved an overall mean accuracy of
97.1% on the test dataset when classifying 4G and NR 5G. As it can be seen the
4G transmissions are the easiest to detect, with 99.9% correctly classified. The

NR 5G signals have a lower detection accuracy with 92.1%, however the
Unknown signal class has a 98.9% detection accuracy, showing the ability of the
CNN to detect wireless transmissions within the 4G and 5G frequency bands.
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e The evaluation of the developed Al algorithm included a live eo0o

deployment on Orange 4G and 5G communication frequency bands that were
available at our WirelessLab [25] premises. Using Orange support the frequency
bands were analyzed in the inference process of the trained Al algorithms.

e The live deployment test involves the identification of real mobile network
communications in a real operational environment.
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CONCLUSIONS

e By employing spectrum sensing techniques, the detection and
utilization of available frequency bands can significantly
enhance the efficiency and effectiveness of B5G
communication systems in congested spectrum environments.

e Also, the detection and identification of radio transmissions can
aid In creating spectrum usage patterns that can be used by the
telecom network operators to schedule and relocate radio in order
to decrease the congestion, interference, and increase network
scalability.

e Therefore, the integration of spectrum sensing mechanisms
becomes increasingly crucial in addressing the challenges posed
by spectrum overcrowding and optimizing overall future B5G
communication systems performance.






